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As a Panelist I am attending the “India 
Security Meet 2012” to be held on 
29th July in New Delhi. Thus, I thought 
of penning about the most talked 
topic of privacy. As the use of mobile 
phones and social networking, as well 
as resulting attacks, proliferate users’ 
personal information is subjected to 
more and more risk. Adding to that risk 
is the increasing connection between 
the cyber and physical worlds. 

As the college-going users of 
Facebook and Twitter grow older, they 
will still want the social networking 
capabilities they are used to, but will also 
be more concerned about privacy. There 
are companies out there developing and 
testing both secure social networking sites 
and privacy technologies to run on top of 
existing sites. For now, users should pay 
close attention to the kind of information 
the applications they use are sharing 
about them with others. Permissions 
granted knowingly or unknowingly.

When speaking of physical 
systems, it is easy to recognize privacy 
concerns within the BFSI Segment as 
malware captures client information 
and sends it out across the Internet, 
or as busy managers carry vital data 
around on USB drives, DVDs, or on 
attachments. However, it is important 
to note that privacy concerns also 
come into play with the compromise 
of utility networks. A recent set of 
smart grid cyber security guidelines 
published by the National Institute 
of Standards and Technology (NIST) 
includes an evaluation of privacy issues 
at residences based on new smart grid 
technologies. 

According to IEEE Security & Privacy, 
“Electricity use patterns could lead to 
disclosure of not only how much energy 

customers use but also when they’re 
at home, at work, or traveling”. When 
at home, it might even be possible 
to deduce information about specifi c 
activities (e.g. sleeping versus watching 
television). The data DTH users reveal to 
DTH operators or the easily manageable 
and accessible data in Call Data Records 
present with Mobile Operators.

So who is responsible for all of this? 
Who is responsible for protecting users’ 
privacy and for halting the compromise 
of computers, mobile phones, and 
other devices? Who is responsible for 
stopping the spread of malware and 
preventing the damage it could cause to 
our nation’s critical infrastructure? 

It is very clear that the cyber 
security problem cannot be solved 
by a single group of people. Users, 
government, technology vendors, and 
security researchers all have a role to 
play in this fi ght, but each group alone 
can only go so far. We can’t make the 
users responsible. Within an enterprise, 
the CSO has to be aware of what the 
real threats are and be dictating policies 
for the employees.

Users have to be extra vigilant. 
Because so much of the initial infection 
today is driven by carefully crafted 
social engineering, botnet operators 
are successful even against computers 
that have practically every protection 
technology known to man. Having said 
that, those layers of defense should not 
be neglected - at the very least they 
limit the scope of attack.

The solution is not just technology-
based or policy-based, but requires a 
more holistic approach to obtaining a 
deeper understanding of the threats 
through the collaboration of users, 
government, academia, and industry.

The name of the game today is 
to know what you don’t know. Staying 
plugged into external environments 
and the overall ‘threat Vector’ is a key 
for being prepared for when attacks 
really do emerge. Today, security has 
gotten so complex that there is no way a 
single person can even know everything 
about one aspect of cyber defense. It 
is therefore critical for leaders in the 
security industry to share information 
with one another. Government and 
industry collaboration is the key 
when it comes to protecting physical 
systems from cyber attack. When 
you consider how much of our critical 
infrastructure is owned and operated 
by the private sector, it becomes clear 
that there is a need for greater public/
private partnership when it comes 
to mitigating risk. Moving forward, 
government organizations that possess 
classifi ed information about potential 
threats will need to regularly share this 
actionable intelligence with the private 
sector in a more timely and structured 
manner to eff ectively defend our nation 
against attacks.

The threat is now so big that the old 
style of developing a separate remedy 
for every threat simply does not scale, so 
a community-based defense approach 
is the need of the hour. A cultural 
revolution towards Cyber Security and 
Privacy is must, and this can be brought 
out through larger cooperation and 
awareness amongst stake holders.

The threat related to loss of privacy 
in this cyber insecure village relates 
to all. It is therefore up to all of us to 
educate ourselves on the various cyber 
security risks and do our part to stop 
enabling and spreading malicious cyber 
activity aff ecting our privacy.      n
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