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What is Cybersquatting?
Under the World Intellectual Property 
Organization (WIPO), cybersquatting is 
refers to:
•  the domain is identical or misleadingly 

similar to trade or service mark in which 
the complainant has a right;

•  the holder of the domain name has no 
right or legitimate interest in respect of 
the domain name; and

•  the domain name has been registered 
and is used in bad faith.

The defi nition of cybersquatting can be 
summarized in Manish Vij vs. Indra Chugh, 
AIR 2002 Del 243 where the court held: 
“an act of obtaining fraudulent registration 
with an intent to sell the domain name to the 
lawful owner of the name at a premium”. 

Domain Names in India
It is a general practice where companies 
desire to obtain such domain names which 
can be easily identifi ed with their established 
trademarks. This helps the public to identify 
the company, as there is no physical 
contact between them. Domain names and 
trademarks are connected with each other. 
If a company or an individual register a 
domain name which is similar to or identical 
to someone else’s trademark or domain name 
and then tries to sell the same for a profi t, it is 
known as “Cybersquatting”.

Companies in India have also bore 
the brunt of cybersquatting in the recent 
past. Besides, the courts in India have 
been extremely vigilant in protecting the 
trademark interest of the domain owners 
who have suff ered from cybersquatters.

The fi rst case in India with regard to 
cybersquatting was Yahoo Inc. vs. Aakash 
Arora & Anr., where the defendant launched 
a website nearly identical to the plaintiff ’s 
renowned website and also provided similar 
services. Here, the court ruled in favor of 
trademark rights of U.S.-based Yahoo. Inc 
(the plaintiff ) and against the defendant that 
had registered itself as YahooIndia.com. The 
Court observed, “it was an eff ort to trade on 
the fame of yahoo’s trademark. A domain 
name registrant does not obtain any legal 
right to use that particular domain name 
simply because he has registered the domain 
name, he could still be liable for trademark 
infringement”. 

The Bombay High Court in Rediff  
Communication vs. Cyberbooth & Anr 
2000 PTC 209 observed that the value 
and importance of a domain name is like a 

corporate asset of a company. In this case, 
the defendant had registered a domain name 
radiff .com which was similar to rediff .com. The 
court gave a decision in favor of the plaintiff .

In another case, the defendant 
registered a number of domain names bearing 
the name Tata. It was held by the court that 
domain names are not only addresses but 
trademarks of companies and that they are 
equally important (Tata Sons Ltd vs. Monu 
Kasuri & others 2001 PTC 432).

In a case which was taken up by the 
WIPO administrative panel where SBI Card 
and Payment Services Private Limited (a 
joint venture between GE Capital Services - 
the largest issuer of private label credit cards 
in the world and the State Bank of India (SBI) 
- the largest Indian bank) fi led a case against 
an Australian entity on cybersquatting. 
Domain Active Pty Limited, which was 
incorporated in Australia, had registered 
a domain name www.sbicards.com. The 
administrative panel held that domain name 
registered by the Australian entity was in bad 
faith, and it could have attracted attention 
from the public because of its affi  liation to 
SBI Cards products and services. 

In Bennett Coleman & Co. Ltd. vs. 
Steven S Lalwani and Bennett Coleman & Co. 
Ltd. vs. Long Distance Telephone Company 
(Cases No D2000-0014 and 2000-0015, 
WIPO), the arbitration panel gave a decision 
in favor of the plaintiff . In this case, the 
respondent had registered domain names 
www.theeconomictimes.com and the www.
timesofi ndia.com with network solutions 
of the United States. These two names 
are similar to the names of the plaintiff ’s 
websites - www.economictimes.com and 
www.timesoftimes.com. Another important 
fact was that the respondent’s websites, 
using the domain names in contention, 
redirected the users to a diff erent website 
www.indiaheadlines.com, which provided 
India related news.

In Satyam Infoway Ltd. vs. Sifynet 
Solutions 2004 (6) SCC 145, the respondent 
had registered domain names www.siff ynet.
com and www.siff ynet.net which were 
similar to the plaintiff ’s domain name - 
www.sifynet.com. Satyam (plaintiff ) had an 
image in the market and had registered the 
name Sifynet and various other names with 
Internet Corporation for Assigned Names 
and Numbers (ICANN) and WIPO. The word 
Sify was fi rst coined by the plaintiff  using 
elements from its corporate name Satyam 

Infoway and had a very wide reputation 
and goodwill in the market. The Supreme 
Court held that “domain names are business 
identifi ers, serving to identify and distinguish 
the business itself or its goods and services 
and to specify its corresponding online 
location”. The court also observed that 
domain name has all the characteristics of a 
trademark and an action of passing off  can 
be found where domain names are involved. 
The decision was in favor of the plaintiff .

Passing off  action is where the 
defendant is restrained from using the 
name of the complainant to pass off  the 
goods or services to the public as that of 
the complainant. It is an action to preserve 
the goodwill of the complainant and also to 
safeguard the public. In India, cybersquatting 
cases are decided through the principle of 
passing off . India does not have a law for 
prohibition of cybersquatting. Therefore, 
courts interpret the principle of passing off  
with regard to domain names.

Conclusion
Looking at the current situation prevailing in 
the world, it is certain that cybersquatting 
is a menace. It is a menace which has no 
boundaries. In my opinion, it is similar to 
terrorism. The only diff erence is that in the 
latter human life is aff ected. Cybersquatters 
have robbed businesses of their fortune. 
Looking from the Indian perspective, 
cybersquatting has been prevalent since 
Internet came to the subcontinent. The courts 
in India have decided many cases related 
to cybersquatting. It is imperative for the 
parliament to enact a law which would deal 
with this menace. As of now there is no such 
law which prohibits cybersquatting like that of 
the United States.

Cybersquatting has enlightened 
governments across the world, which 
has prompted them to look into this 
phenomenon in a serious manner. 
The United States by enacting the 
Anticybersquatting Consumer Protection 
Act (ACPA), has taken a monumental 
step in protecting domain names in its 
cyberspace. It is high time India and other 
countries come out with legislations to 
curb this virus.
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