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On the advent of this furor over Facebook 

comments and the dirty politics played 

by leading social networking companies 

by befriending print & television media, I 

thought apt to write this article on social 

media risks to organizations.

Illustration 1: Here we were in thick of 

matters defending our client at very senior 

level in the management who was denied 

legitimate promotion; the reason cited was 

strenuous and imbalance family relations 

and reasons for this conclusion was, the 

only young daughter of this corporate 

honcho was updating her Facebook page 

about the fi ghts her parents had in the 

night on various issues regularly.

Illustration 2: We had a hell of a time 

helping this USA-returned MIT Graduate 

lady working for an investment banker, 

when her estranged husband in the USA 

actually made a website by her name, 

i.e. www.fi rstnamesurname.com, hosting 

all defamatory and malice stories about 

her illicit aff air and warning prospective 

employers not to employ her.

Illustration 3: One psychic and 

religious fanatic was found defaming a 

Hindu guru left and right by addressing 

his name with menacing words. This guru 

did come to know but nor prior to his 

followers and conspiracy between them 

led to further tug-of-war. The cream of 

this story is this religious fanatic wrote all 

this crap sitting in his offi  ce computer with 

offi  ce ip address.

As more and more people meander 

their lives online, sites like Facebook, 

Twitter, YouTube, LinkedIn, and MySpace 

have become a digital treasure trove 

for incriminating photos and online 

admissions that undermine a claimant’s 

case. Social Networking websites have 

become not just a place to share our 

personal lives. Many organizations use 

social networking websites to promote 

their business, communicate with 

customers, and recruit or check-up on 

employees. However, most businesses 

don't think about the legal risks and 

issues that may result from such use. 

The following are a few legal risks that 

you should consider when you or your 

employees are using social media to 

promote your business. 

The Risks come from:
1.  Employee: The key to mitigating the 

risks of social media is real-time, 

constant, and consistent monitoring 

of the main platforms. You need to 

be monitoring, because if you don't 

know what's going on, you can't hold 

your employees accountable. And if 

an employee is being negative about 

his or her employer on social media, 

it can be construed as grounds 

for dismissal of cases. Aside from 

stringent monitoring on what third 

parties are saying, employers need 

to be conscious that improper use of 

social media by employees can leave 

them open to sexual harassment 

legal actions - even if posts are made 

outside working hours. Companies 

have to understand that social 

media is a very public medium and 

that what's said on social media 

platforms is permanent. Smart 

companies educate their staff  about 

this and once people understand 

that, there's usually a shift in the 

way it's used. Some ways that social 

media can damage reputations or 

lead to leaks are obvious, such as 

disgruntled or careless employees 

blurting out negative information or 

company secrets. Employees may 

also unwittingly disclose company 

information while, ironically, trying to 

do a better job.

a. Current employee

b. Disgruntled employee

c. Children or relatives of employee

d. Suspended/terminated/employee

e. Ex-employee

2.  Customer: The consumer product 

executives recognize that using social 

media for marketing to consumers 

puts them at risk of unintentional 

damage to their reputations. That’s 

what happened to McDonald’s and 

Qantas. Both companies invited 

followers on Twitter to share their 

positive experiences: McDonald’s 

about healthy ingredients in their 

food and Qantas about the ideal 

luxury in-fl ight experience. Instead, 

both companies got a Twitter full 

of complaints. The same thing 

happened with Mumbai traffi  c police. 

Instead of sharing traffi  c-related 

situation people shared pictures of 

traffi  c cops taking bribe.

a. Financial issues

b. Quality issues

c. Service issues

d. Sponsored by competitor

3.  Vendor: Cost-cutting vendors are at 

risk of “losing their audience” with 

channel partners due to an over-

reliance on social media as a means 

of communicating. Social media has 

off ered an easy way for interaction 

between companies operating in 

the channel, as well as off ering a 

way for channel fi rms to promote 

themselves to customers. However, 

research has shown that very few 

channel companies have taken 

well to social media as a means of 

communicating with vendors - with 

only 10% rating this as an eff ective 

means of communication. Fifty-three 

percent however said that one-to-

one meetings were one of the most 

eff ective means of communicating, 

rather than Facebook or Twitter. 

Vendors need to rethink social media 
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channel communication strategies, 

or risk alienating reseller partners.

 Some of the feedback has been 

that taking away or cutting back on 

traditional methods and hoping that 

social media is going not to fi ll the 

gap that is not always going to work 

for resellers. While social networking 

off ers many benefi ts in terms of ease 

of communication, that many are still 

coming to terms with best practice.

 My personal impression is that people 

are still trying things and seeing 

what will work.  It will take another 

year before vendors work out where 

it does have a role and where they 

should be using the more traditional 

communications methods. However, 

it is also seen as a cost-cutting tool.

Other Legal Risks that Aff ect 
Your Organization
1.  Intellectual Property (IPR). While 

posting content or logos that infringe 

on the intellectual property rights 

of another is easy to envision, can 

you really defame someone in 140 

characters or less on Twitter? One 

should be also careful about using 

content created by others. Although 

you may comment on content, there 

is risk when using content created 

by others to promote your business 

without their permission. In addition, 

using another person's likeness (i.e. 

picture) without permission can 

violate a person's copyright or right 

of privacy. This may seem basic, 

but the speed at which posts occur 

on Twitter, Facebook, Youtube, and 

other platforms can result in not fully 

analyzing the use before it's posted. For 

example, if a customer posts a positive 

review on Facebook or Twitter and you 

copy that post to your website to use 

as a testimonial for your product, you 

run the risk that the customer’s right of 

privacy has been violated. You should 

seek permission from that customer to 

avoid possible legal liability for using 

their name, likeness, and content. On 

websites and blogs, you can subject 

the users to your terms and conditions, 

which should include provisions to 

grant you the right to use any content 

posted to your website or blog for 

promotional purposes.

2.  Reviews. Whatever the platform, you 

should be careful when describing 

your products or services to make sure 

that the descriptions are truthful. Any 

false or misleading statements about 

your products or services can create 

liability. Opinions are acceptable - 

such as, "this is the best mattress 

on the market" - but claims about 

features or other specifi cs should be 

carefully reviewed. In addition, you 

may be sued for false advertising 

or unfair competition if you pay for 

reviews, provide a product for free 

in exchange for a review, or there is 

some other relationship between 

the reviewer and the company, and 

you do not disclose that information. 

If there is any relationship to the 

company by someone speaking 

publicly about your business in 

social media or on your website, that 

relationship should be clearly stated.

3.  Cyber Defamation. In addition to 

speaking truthfully about your 

product or service, you must speak 

truthfully about your competitor’s 

products or services. Any false claims 

that could harm the reputation of 

your competitor or one of their 

employees may result in a claim for 

defamation. Care should be taken 

when comparing your product to 

your competitors to assure that all 

claims, advantages, disadvantages, 

or other information stated about 

the competitor’s product is accurate. 

In addition, you should keep any 

evidence relating to the claims you 

made just in case you need to defend 

a claim for defamation.

4.  Agreements on Social Networking 
Sites. You should be aware that 

Facebook, Twitter, Youtube, Linkedin 

and others have their own terms 

and conditions that must be 

followed, particularly as they relate 

to advertising on their platforms. 

You should make sure that you 

follow those requirements to avoid 

your advertisements or your entire 

account being removed from their 

platform and potential legal liability 

for your actions. Social media sites 

can be a great way to stay in front 

of your customers at a low cost, so 

losing the privilege of using it can 

be a major blow to your company’s 

promotional plans.

5.  Account Ownership. There have 

been many cases dealing with who 

actually owns the rights to a social 

media account. If the company has 

control over access and requires the 

employees to post on their Twitter, 

Facebook, or Linkedin account, 

should the company have some 

ownership interest in the account? 

Wouldn’t the company like to have 

access to those followers and control 

of what content comes from that 

account after the employee leaves? 

In India, the courts have not yet made 

a decision on what criteria would 

give rise to an ownership interest 

by an employer of a social media 

account, but you should be aware 

of this issue and try to take steps to 

protect your interests. If you would 

like to control an account that is set-

up purely for business or that your 

employees set-up for promoting 

your business, your employee 

handbook or Internet policy should 

include terms that transfer rights to 

the company or terms that protect 

against disparagement through such 

accounts during employment and 

after the employee leaves.

Conclusion
Using social networking sites like Facebook, 

Linkedin etc. for promotional purposes for 

your business can be very benefi cial to your 

brand, but it can also lead to legal liabilities 

if a systematic approach is not applied 

or reasonable security practices are not 

followed. You should devise a plan with the 

above legal risks in mind and discuss these 

issues with your employees and partners 

to assure that everyone is aware of what 

is acceptable. In some cases, it may slow 

down the speed at which promotions are 

created and executed through social media, 

but it will help to protect the business 

against making a costly mistake that 

causes both legal liability and reputation 

problems throughout your social network. 

Social networking sites are here to stay and 

it represents a paradigm shift in how people 

communicate and share information. While 

this digital age has given risk management 

and claims professionals a treasure trove 

of information to be mined in defending 

all kinds of cases, it is also proving to 

be a breeding ground for compensation 

claims and causes of action that were 

unimaginable only a few years ago. Who 

knows when Facebook would be declared 

a country with its own courts to settle such 

the disputes till then acknowledging and 

abiding law of the land will defi nitely help.


