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6. Identity Theft

What is Identity Theft?
According to wikipedia, Identity theft 

is a form of fraud or cheating of another 
person’s identity, in which someone 
pretends to be someone else by assuming 
that person’s identity, typically in order 
to access resources or obtain credit and 
other benefits in that person’s name. 
Information Technology (Amendment) 
Act, 2008, crime of identity theft under 
Section 66-C, whoever, fraudulently or 
dishonestly make use of the electronic 
signature, password or any other unique 
identification feature of any other person 
known as identity theft.

Identity theft is a term used to refer 
to fraud that involves stealing money or 
getting other benefits by pretending to be 
someone else. The term is relatively new 
and is actually a misnomer, since it is not 
inherently possible to steal an identity, 
only to use it. The person whose identity 
is used can suffer various consequences 
when they are held responsible for the 
perpetrator’s actions. At one time the only 
way for someone to steal somebody else’s 
identity was by killing that person and 
taking his place. It was typically a violent 
crime. However, since then, the crime 
has evolved and today’s white collared 
criminals are a lot less brutal. But the 
ramifications of an identity theft are still 
scary. 

In India, people are very careless 
when it comes to privacy and personal 
information. We give out our address and 
phone numbers to shops, restaurants etc, 
which is unnecessary and carelessness 
on our part. Identity theft can occur in 
multiple forms. One of the main areas 
of concern and places via which identity 
theft occurs is, through service providers 
who have our personal information. As 
per the non-profit Identity Theft Resource 
Center, identity thefts can be sub-
divided into four categories. These are 
financial identity theft, criminal identity 
theft, identity cloning, and business/ 
commercial identity theft. 

In many cases the victim is not 
even aware of what is being done till it 
is already too late. Identity theft may be 
used to facilitate crimes, including illegal 
immigration, terrorism, and espionage. It 
may also be used as a means of blackmail. 
There have also been cases of identity 
cloning to attack payment systems, 
including online credit card processing 
and medical insurance. Sometimes 
people may impersonate others for non-
financial reasons too. This is often done to 
receive praise or attention for the victim’s 
achievements. This is sometimes referred 
to as identity theft in the media and is a 
common trend seen by look-a-likes. One 
does not have to think too far back before 
recollecting a probable victim of identity 
theft in India. 

Law as Applicable:
Under The IT Act, 2000 as amended 

by Information Technology (Amendment) 
Act, 2008, Section 66-C is applicable 
and Section 419 of Indian Penal Code, 
1860 is applicable. The victim of identity 
theft can file a complaint in the nearest 
police station where the above crime 
has been committed or where he comes 
to know about the crime. If crime is 
proved accused shall be punishable with 
imprisonment of either description for a 
term which may extend to three years or 
with fine which may extend to rupees one 
lakh or with both.As per Section 77-B of 
IT Act, 2000 the above offence shall be 
cognizable and bailable while if Section 
419 of IPC is applied along with other 
Section s the said offence is cognizable, 
bailable, compoundable with permission 
of the court before which the prosecution 
of such offence is pending and triable by 
any magistrate

7. Email Fraud

What is email fraud?
Fraud whether financial, banking and 

social committed with the aid of an email 
would be called as email fraud.

Many types of fraud exist, and email 
is an inexpensive and popular method 
for distributing fraudulent messages to 

potential victims. According to the US 
Secret Service, hundreds of millions of 
dollars are lost annually and the losses 
continue to escalate. Most fraud is carried 
out by people obtaining access to account 
numbers and passwords. Never respond 
to any email message that asks you to 
send cash or personal information. 

Some of the most common fraudulent 
messages are non-monetary hoaxes or 
non-monetary chain mail. Treat these as 
you would spam; for more information. 
However, if you receive an email message 
that appears to involve money or asks for 
personal information, do not respond to 
that email.

Law as Applicable and Illustration:
Under The IT Act, 2000 as amended 

by Information Technology (Amendment) 
Act, 2008, Section 66-C & 66-D is 
applicable and Sections 415 & 420 of 
Indian Penal Code, 1860 are applicable. He 
can file a complaint in the nearest police 
station where the above crime has been 
committed or where he come to know 
about the crime. If crime is proved accused 
shall be punishable with imprisonment for 
a term which may extend to three years 
and shall also be liable to the fine which 
may extend to one lakh rupees.

As per Section 77-B of IT Act, 2000 
the above Offence shall be cognizable 
and bailable while if Section 415 of IPC 
is applied for the said offence is non-
cognizable, bailable, compoundable with 
permission of the court before which the 
prosecution of such offence is pending and 
triable by any magistrate and Section s 
420 if IPC is applied for the said offence is 
cognizable, non-bailable, compoundable 
with permission of the court before which 
the prosecution of such offence is pending 
and triable by magistrate of first class.

8. E-mail Spoofing

What is Email Spoofing?
According to wikipedia e-mail 

spoofing is e-mail activity in which the 
sender addresses and other parts of 
the e-mail header are altered to appear 
as though the e-mail originated from 
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a different source. e-mail spoofing is 
sending an e-mail to another person 
so that it appears that the e-mail was 
sent by someone else. A spoof email is 
one that appears to originate from one 
source but actually has been sent from 
another source. Spoofing is the act of 
electronically disguising one computer 
as another for gaining as the password 
system. It is becoming so common that 
you can no longer take for granted that the 
e-mail you are receiving is truly from the 
person identified as the sender.

Email spoofing is a technique used 
by hackers to fraudulently send email 
messages in which the sender address and 
other parts of the email header are altered 
to appear as though the email originated 
from a source other than its actual source. 
Hackers use this method to disguise the 
actual email address from which phishing 
and spam messages are sent and often use 
email spoofing in conjunction with Web 
page spoofing to trick users into providing 
personal and confidential information.

Explanation of e-mail spoofing:
This does not mean that your email 

account was compromised. It means 
that the sender has fooled the mail client 
into believing the email originated from a 
different address.

This is usually done for malicious 
reasons, either to distribute unsolicited 
email or to distribute email viruses. 
Unfortunately, there is no real way to 
prevent spoofing from occurring. If you 
receive an email that has questionable 
content, it is recommended to delete the 
email message or use an antivirus program 
to scan the message before opening it.

Law as Applicable:
Under The IT Act, 2000 as amended 

by Information Technology (Amendment) 
Act, 2008, Section 66-D is applicable 
and Section 417, 419 & 465 of Indian 
Penal Code, 1860 are applicable. The 
victim can file a complaint in the nearest 
police station where the above crime 
has been committed or where he comes 
to know about the said crime. If crime 
is proved accused shall be punishable 
with imprisonment for a term which may 
extend to three years and shall also be 
liable to the fine which may extend to 
one lakh rupees. As per Section 77-B of 
IT Act, 2000 the above Offence shall be 
cognizable and bailable while if Section 

417 of IPC is applied for the said offence is 
non-cognizable, bailable, compoundable 
with permission of the court before which 
the prosecution of such offence is pending 
and triable by any magistrate, Section 419 
of IPC is applied for the said offence is 
cognizable, bailable, compoundable with 
permission of the court before which the 
prosecution of such offence is pending and 
triable by any magistrate, Section 417 of 
IPC is applied for the said offence is non-
cognizable, bailable, non-compoundable 
with permission of the court before which 
the prosecution of such offence is pending 
and triable by any magistrate.

9. Pornography

What is Pornography?
The graphic, sexually explicit 

subordination of woman through 
pictures and/or words that also includes 
Pornography is verbal or pictorial material 
which represents or describes sexual 
behavior that is degrading or abusive to 
one or more of the participants in such 
a ways as to endorse the degradation. 
Behavior that is degrading or abusive 
includes physical harm or abuse and 
physical or psychological coercion. 
In addition, behavior that ignores or 
devalues the real interest, desires and 
experiences of one or more participants in 
any way is degrading. Finally that a person 
has chosen or consented to be harmed, 
abused, or subjected to coercion does 
not alter the degrading character of such 
behavior. 

Information Technology 
(Amendment) Act, 2008, crime of 
Pornography under Section 67-A whoever 
publishes or transmits or causes to be 
published or transmitted in the electronic 
form any material which contains sexually 
explicit act or conduct can be called as 
pornography.

Law as Applicable:
Under The IT Act, 2000 as amended 

by Information Technology (Amendment) 
Act, 2008, According to Section 67-A is 
applicable and Section 292/293/294, 
500, 506 & 509 of Indian Penal Code, 
1860 are also applicable, and the victim 
can file a criminal complaint in the nearest 
Police Station where the above crime 
has been committed or where he comes 
to know about the crime. If the crime 
is Proved Accused shall punishable for 

first conviction with imprisonment for a 
term which may extend to Five years and 
with fine which may extend to ten lakh 
rupees and in second conviction with 
imprisonment for a term may extend to 
Seven years and with fine which may 
extend to ten lakh rupees. As per Section 
67-A of IT Act, 2000 the above Offence 
shall be cognizable and non-bailable 
while if Section 292/293/294 of IPC is 
applied it will be cognizable, Bailable, 
non-compoundable and triable by any 
magistrate. If Section 500 and 506 of 
IPC is applied it will be non-cognizable, 
Bailable, compoundable by the person 
defamed/intimidated and triable by any 
magistrate but if 509 of IPC is applied it will 
be cognizable, Bailable, compoundable by 
the women whom it was intended to insult 
or whose privacy was intruded upon and 
triable by any magistrate.

10. Child Pornography

What is Child Pornography?
Child pornography refers to images or 

films (also known as child abuse images) 
and in some cases writings depicting 
sexually explicit activities involving a child; 
as such, child pornography is a record of 
child sexual abuse.

Under The IT Act, 2000 as 
amended by the Information Technology 
(Amendment) Act, 2008, crime of Child 
Pornography under Section 67-B say’s, 
Whoever publishes or transmits or causes 
to be published or transmitted material in 
any electronic form which depicts children 
engaged in sexually explicit act or conduct 
or creates text or digital images, collects, 
seeks, browses, downloads, advertises, 
promotes, exchanges or distributes 
material in any electronic form depicting 
children in obscene or indecent or sexually 
explicit manner or cultivates, entices or 
induces children to online relationship with 
one or more children for and on sexually 
explicit act or in a manner that may offend 
a reasonable adult on the computer 
resource or facilitates abusing children 
online or records in any electronic form 
own abuse or that of others pertaining to 
sexually explicit act with children is known 
as child pornography.

Law as Applicable:
Under The IT Act, 2000 as amended 

by Information Technology (Amendment) 
Act, 2008, According to Section 67-B is 
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applicable and Section 292/293/294, 
500, 506 & 509 of Indian Penal Code, 
1860 are also applicable, and the victim 
can file a criminal complaint in the 
nearest Police Station where the above 
crime has been committed or where he 
comes to know about the crime. If Crime 
is Proved Accused should punishable 
for first conviction with imprisonment 
for a term may extend to Five years and 
with fine which may extend to ten lakh 

rupees and in second conviction with 
imprisonment for a term may extend to 
Seven years and with fine which may 
extend to ten lakh rupees. As per Section 
67-B of IT Act, 2000 the above Offence 
shall be cognizable and non-bailable 
while if Section 292/293/294 of IPC is 
applied it will be cognizable, Bailable, 
non-compoundable and triable by any 
magistrate. If Section 500 and 506 of 
IPC is applied it will be non-cognizable, 

Bailable, compoundable by the person 
defamed/intimidated and triable by any 
magistrate but if 509 of IPC is applied it will 
be cognizable, Bailable, compoundable by 
the women whom it was intended to insult 
or whose privacy was intruded upon and 
triable by any magistrate.

Bibilography:
Author’s upcoming book on Cyber Law and 
Cyber Crimes  n


