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India has its cyber law, The 
Information Technology Act, 2000 as 
amended by The Information Technology 
(Amendment) Act, 2008, which provides 
the legal infrastructure for Information 
Technology in India. The said Act along 
with its 90 sections is to be conceived 
with 23 Rules called the IT Rules, 2011.
The section along with rules constitute 
relevant law of Information Technology in 
India.

The object of The Information 
Technology Act, 2000 as defined therein 
is as under:-

“to provide legal recognition for 
transactions carried out by means of 
electronic data interchange and other 
means of electronic communication, 
commonly referred to as “electronic 
methods of communication and storage 
of information, to facilitate electronic 
filing of documents with the Government 
agencies and further to amend the Indian 
Penal Code, the Indian Evidence Act, 1872, 
the Banker’s Book Evidence Act, 1891 
and the Reserve Bank of India Act, 1934 
and for matters connected therewith or 
incidental thereto.”

Different types of cyber 
crimes have been described 
as offences under Chapter IX. 
Crimes like Hacking, Phishing, 
Data Theft, Identity Theft, 
Denial of Service, Spreading 
of Virus, Source Code Theft, 
Sending lewd SMS/MMS/
Email, Pornography, Child 
Pornography and Disclosure of 
Information by Organizations. 

Different types of cyber crimes 
have been described as offences under 
Chapter IX. Crimes like Hacking, Phishing, 
Data Theft, Identity Theft, Denial of 
Service, Spreading of Virus, Source 

Code Theft, Sending lewd SMS/MMS/
Email, Pornography, Child Pornography 
and Disclosure of Information by 
Organizations. Such Crimes attract 
imprisonment for a period of 3 to 7 years 
with a penalty between Rupees One 
Lakh to Rupees Five Lakhs. The victim 
also can ask for compensation from the 
adjudicating officer (normally the IT 
Secretary of the state) for compensation 
up to Rs. Five Crores and for compensation 
above Rs. Five Crores from civil court of 
relevant jurisdiction. For the crimes with 
less than three years of punishment, 
arbitration or out of the court settlement 
is also provisioned.

This act has flavors of various data 
protection & Internet laws, which other 
developed countries have.  Section 43A of 
the said Act, deals with sensitive personal 
data contained in a computer system. 
This Indian Act requires compliance 
from organizations, which possess, deal 
or handle sensitive personal data and 
for not doing so, organizations shall be 
made liable to pay penalty. The IT Rules, 
2011 have clearly defined the meaning 
of “Sensitive Personal Data” and what 
are Reasonable Security Practices to 
be followed by organizations are also 
mentioned in the IT Rules, 2011.

The IT Act, 2000 also provides for 
the constitution of the Cyber Regulations 
Advisory Committee, which shall advice 
the government as regards any rules or 
for any other purpose connected with 
the said act. The said Act also has Five 
Schedules, the last one being the glossary 
and others, which amend the Indian Penal 
Code, 1860, the Indian Evidence Act, 
1872, The Bankers’ Books Evidence Act, 
1891, The Reserve Bank of India Act, 1934 

to make them in tune with the provisions 
of the said Act.

Email is now a valid and legal form 
of communication, which can be duly 
produced and approved in a court of law. 
Executives in offices need to be more 
careful while writing emails, whether 
outside the company or within as the 
same with whatever language could 
be proved in the court of law. When a 
company employee sends an email to 
another executive in the same company 
with some defamatory or other related 
offensive material and marks a copy to 
others, there are possibilities that he may 
land in a litigation case for defamation in a 
court of law.

With the legal infrastructure of 
electronic signatures in place to regulate 
commercial transactions online, this act 
also covers e-commerce and e-contracts. 
Certifying Authorities for issuing Digital 
Signatures Certificates is now a reality. 
C2G ecommerce model is implemented 
i.e. tax payers now pay tax online and 
they are authenticated by there digital 
signatures. A signature authenticates 
writing by identifying the signer with the 
signed document. When the signer makes 
a mark in a distinctive manner, the writing 
becomes attributable to the signer.

Executives in offices need to 
be more careful while writing 
emails, whether outside the 
company or within as the same 
with whatever language could 
be proved in the court of law. 

Every electronic record is under scope 
of the IT Act, 2000 but following 
electronic transactions are not under 
the ambit of the IT Act, 2000
a. The IT Act, 2000 is not applicable 

on the attestation for creating trust 
via digital signatures, physical 
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attestation is must.
b. The IT Act, 2000 does not apply for 

the attestation on a will or a codicil, 
physical attestation by two witnesses 
is must.

c. A contract of sale for any immovable 
property.

d. Attestation for giving power of 
attorney of property via digital 
signature.
Current day’s scenario is that Data 

has become the largest corporate asset 
and it is also now the most important 
asset for India Inc. as well. Corporates 
invest huge amount in storing, securing 
and protecting data. Under the IT Act, 
2000, it is now possible for corporates 
to claim remedy against any perpetrator. 
If any such cyber criminal breaks into 
their computer systems or network and 
causes damages or commits data theft, 

Corporate can claim monetary damages.
As per the Rules, 2011, Banks, 

Insurance companies, Telecom 
companies, hotels, hospitals, universities 
except organizations providing services 
relating to collection, storage, dealing 
or handling of sensitive personal data or 
information under contractual obligation 
with any legal entity located within or 
outside India, shall now publish the rules 
and regulations, privacy policy and user 
agreement for access or usage of the 
organizations computer resource by any 
person.

Lacunas in the IT Act, 2000 
amended by the IT Act, 2008
1. The Interval of amendments to the IT 

Act, 2000 is not defined.
2. Section related to copyright 

infringement has not been included 
in this Act.

3. There is no section talking of domain 
names dispute.

4. The said act is not applicable on the 
power of attorney, trusts, will, sale of 
immovable property.

5. The said act remains silent on 
taxation issue.

6. There are no explicit provisions for 
payment of stamp duty on electronic 
documents.

7. The act remains silent on jurisdiction 
of police station in case of a cyber 
crime.

8. The act gives too much of powers 
in the hands of government and to 
police.
The content of this article is intended 

to provide a general guide to the subject 
matter. Specific Questions relating to this 
article should be addressed directly to the 
author.  n
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