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The IT Rules 2011 under the IT Act 2008 de�ne 
privacy and sensitive information for the �rst time. 

CSO Forum analyses some of the key clauses 
of the new law. By Varun Aggarwal

IT RULES 2011
WHAT IT MEANS FOR CISOs
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He lONg awaited privacy policies for 
the country have finally been put in place 
under the IT Rules, 2011. The law that 
came into effect from 11th of April, 2011, 
clearly defines what can be termed as per-
sonally identifiable information or PII and 
what measures organisations need to take 
in order to protect this information from 

being compromised. 
The elements defined as the sensitive personal data or 
information of a person under the law are: 
(i) password
(ii) financial information such as Bank account or credit 
card or debit card or other payment instrument details
(iii) physical, physiological and mental health condition
(iv) sexual orientation
(v) medical records and history
(vi) Biometric information
(vii) any detail relating to the above clauses as provided to 
body corporate for providing service, and
(viii) any of the information received under above clauses 
by body corporate for processing, stored or processed 
under lawful contract or otherwise:
provided that, any information that is freely available or 
accessible in public domain or furnished under the Right 
to Information Act, 2005 or any other law for the time 
being in force shall not be regarded as sensitive personal 
data or information for the purposes of these rules.

What's amiss?
While government of India needs to be congratulated for 
being able to come out with the first ever privacy law in 
the country, there are many issues within the new law that 
needs to addressed. 

To start with, the law states, “Body corporate or any 
person on its behalf shall obtain consent in writing 

through letter or fax or email from the provider of the 
sensitive personal data or information regarding pur-
pose of usage before collection of such information.”

According to Dr. Kamlesh Bajaj, CEO, Data Security Coun-
cil of India, “This is an ambiguous statement and doesn’t 
clarify whether the company that keeps user data needs to 
take user’s consent or even the companies processing the 
data need to take user’s consent before processing it.”

This, according to Dr. Bajaj, would put double pressure 
on data processing companies including the BPOs, KPOs 
and other services organisations. 

The law doesn’t define the term, ‘provider of data’ creat-
ing ambiguity. “While international laws like HIPAA and 
EUDPA clearly define the provider of data as the owner of 
data, in IT Rules, 2011 this clarification is not provided,” 
opines Kaushal Chaudhary, VP-CIO, NIIT Technologies Ltd. 

Explaining the legal interpretation of the statement, 
Advocate Prashant Mali, President - Cyber Law Consult-
ing says, “The Act talks about following Best Security 
Practices or either ISO 27001. When IT security policy is 
drafted to follow best security practices, Data owner, Data 
user, Data custodian etc get defined there and organisa-
tions can do that at their own peril.”

The new law requires organisations to put up their pri-
vacy policy on their website and provide for

(i) clear and easily accessible statements of its practices 
and policies

(ii) type of personal or sensitive personal data or infor-
mation collected

(iii) purpose of collection and usage of such information
(iv) disclosure of information including sensitive per-

sonal data or information
(v) reasonable security practices and procedures
 While this may sound good for the owner of the data as 

he would clearly know what information provided by him is 
being used for what purpose and whether it is safe or not. 

“Similar to business 
impact analysis based 
on which BcP is done, 

organisations need 
to take up a privacy 

impact analysis to 
assess the degree of 
protection required.”

“awareness is the key 
to the IT act and steps 
need to be taken by 
the government as 
well as corporates to 
incorporate IT law 
and rules in corporate 
culture.” 

Kaushal chaudhary 
VP-CIO, NIIT Technologies Ltd

advocate Prashant Mali 
President - Cyber Law Consulting 
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However, Chaudhary argues, “Putting up information 
like ‘what personal data the organisation collects’ and 
‘what security practices it follows’ on the company’s web-
site, could put the company under the potentially threat of 
targeted cyber attacks.”

What it means for the security industry
The Act requires organisations to have a comprehensive 
documented information security programme and infor-
mation security policies that contain managerial, techni-
cal, operational and physical security control measures 
that are commensurate with the information assets being 
protected with the nature of business. 

The good news is that this would compel organisations 
to take security seriously. This would greatly increase the 
importance of security in organisations and most enter-
prises would be compelled to appoint a CISO to handle 
the IT security infrastructure. However, with power 
comes responsibility. CISO's would now be required to 
make their systems ready for security audits, even if they 
are not required to meet compliance requirements of ISO 
27001, HIPAA SOX etc. 

Moreover, organisations would require the audit of rea-
sonable security practices and procedures by an auditor at 
least once a year or as and when the body corporate or a 
person on its behalf undertake significant upgradation of 
its process and computer resource. You’d be liable to legal 
liabilities in case you’re found not adhering to good secu-
rity best practices in case of a breach.

The law states, “Any industry association or an entity 
formed by such an association, whose members are self-
regulating by following other than IS/ISO/IEC codes of 
best practices for data protection, shall get its codes of 
best practices duly approved and notified by the Central 
Government for effective implementation.” This would 
allow for Best Practices frameworks including the DSCI 
framework to be attested by the government.

However, in case these best practices are not followed, 
the law creates liability for non-compliant organisations. 
Mali explains, “If an organisation is negligent in imple-
menting and maintaining reasonable security practices 
and procedures and thereby causes wrongful loss or 
wrongful gain to any person, such body corporate shall be 
liable to pay damages by way of compensation, to the per-
son so affected. The figure of damages is not mentioned 
by the law and depends on the loss caused, loss promul-
gated by the lawyer and calculated by the judge.”

Therefore, for effective implementation of the policy, 
organisations need to take up privacy awareness campaigns 
to educate their employees, business partners as well as cli-
ents and end customers. Unless there is sensitisation in the 
organisation about privacy, no such policy can be successful.

Moreover, Chaudhary suggests, “Similar to business 
impact analysis based on which Business Continuity 
Planning is done, organisations need to take up a pri-

vacy impact analysis to assess the degree of protection 
that is required.”

conclusion
The IT Rules 2011 is a good headstart to resolve the 
growing privacy concerns in the country. While the law 
is expected to boost the market for encryption and other 
security solutions in the country, it would also help CISOs 
get a management buy-in for their new initiatives. 

Since these rules have clearly identified what can be 
termed as sensitive information, financial institutions 
now need to improve their validation process in which 
all you need to provide them in order to get every single 
information about your account is your date of birth. 
Notably, the date of birth is not mentioned as a sensitive 
information under law as it is publicly available on many 
municipal corporation websites.

“Awareness is the key to IT legislation and steps need to 
be taken by govt as well as Training dept of corporates to 
incorporate IT Law and rules as a topic, so innocent people 
dont fell prey to the penal legislation,” concludes Mali. 

 Disclosure of sensitive personal 
data or information by body cor-
porate to any third party shall 
require prior permission from the 
provider of such information, who 
has provided such information 
under lawful contract or otherwise, 
unless such disclosure has been 
agreed to in the contract between 
the body corporate and provider of 
information, or where the disclo-
sure is necessary for compliance of 
a legal obligation:

Provided that the information 
shall be shared, without obtain-
ing prior consent from provider 
of information, with Government 
agencies mandated under the law 
to obtain information including 
sensitive personal data or informa-
tion for the purpose of verification 
of identity, or for prevention, detec-
tion, investigation including cyber 
incidents, prosecution, and punish-
ment of offences. The Government 

agency shall send a request in 
writing to the body corporate pos-
sessing the sensitive personal data 
or information stating clearly the 
purpose of seeking such informa-
tion. The Government agency shall 
also state that the information so 
obtained shall not be published or 
shared with any other person.

 Notwithstanding anything con-
tained in sub-rule (1), any sensitive 
personal data or Information shall 
be disclosed to any third party by 
an order under the law for the time 
being in force.

 The body corporate or any per-
son on its behalf shall not pub-
lish the sensitive personal data 
or information.

 The third party receiving the sen-
sitive personal data or information 
from body corporate or any person 
on its behalf under sub-rule (1) 
shall not disclose it further.
— Source: IT Rules, 2011
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